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The annual economic cost of cybercrime is now estimated at north of

$1 trillion,

a multiple of 2017’s record-year aggregate cost of approximately

$300 billion

from natural disasters.

President of the World Economic Forum
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Il Types of Attackers

* The financially motivated attacker who intends to compromise systems to conduct theft
or fraud electronically.

* The espionage motivated attacker who intends to steal information to sell on to a third
party.

* The politically motivated attacker who intends to compromise information or systems to
achieve a goal shared within a group.
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Main attack stages
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ECURITY D0O5.17.16 D7:00 AM

THAT INSANE, $61M
BANGLADESH BANK HEIST?

HERE?S Report: Malware-Wielding Hackers Hit
Taiwanese Bank

Using SWIFT, Attackers Routed $60 Million to 5ri Lanka, Cambodia, United States
»Hackers stole $6 million in Russia bank

attack via SWIFT system

Russia's central bank has admitted that hackers targeted a computer at one of its lenders
and transferred a large sum of cash. They used the SWIFT payvment system, which helps to

move trillions of dollars each dav.

Report: Attackers Hacked Nepalese Bank's
SWIFT Server

$4.4 Million Moved to Accounts in US, UK and Japan via Fraudulent SWIFT Messages
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Il Anunak / Carbanak / Cobalt

Over 100 financial
institutions in 40
countries with cumulative
losses of over

EUR 1 billion

for the financial industry
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90%

of financial institutions
reported being targeted by
ransomware
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$6,733 6.2 days

Average Ransom Amount

Average number of days a
ransomware incident lasts
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Drakos as a service ransomware X +
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GandCrab

[3as ransomware

We are currently in maintenance !

Researchers find a way to decipher GandCrab 5.1, we move up a gear, services are inaccessible we migrate
to the new version GandCrab 5.2.

We will be back soon

For dashboard subscribers, you can still access as usual, some features have been disabled, we apologize
for the inconvenience..

Cordially Drakos team !.

Contact us: gandcrab@tutanota.com or gandcrabraas@exploit.im
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Il Recommendations

 Compliance and security best practices (NIST, FFIEC)
* Network security policies

 Employee Training

e Security updates and patches

e Continuous Threat Monitoring

* Endpoint security

* Devise Comprehensive Incident Response Plans
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