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The annual economic cost of cybercrime is now estimated at north of

$1 trillion, 

a multiple of 2017’s record-year aggregate cost of approximately

$300 billion

from natural disasters.

President of the World Economic Forum



Types of Attackers

• The financially motivated attacker who intends to compromise systems to conduct theft 

or fraud electronically.

• The espionage motivated attacker who intends to steal information to sell on to a third 

party.

• The politically motivated attacker who intends to compromise information or systems to 

achieve a goal shared within a group.







Anunak / Carbanak / Cobalt

Over 100 financial 

institutions in 40 

countries with cumulative 

losses of over 

EUR 1 billion
for the financial industry



90% 
of financial institutions 

reported being targeted by 

ransomware

Source: Forbes

$6,733
Average Ransom Amount

6.2 days 
Average number of days a 

ransomware incident lasts







Recommendations

• Compliance and security best practices (NIST, FFIEC)

• Network security policies

• Employee Training

• Security updates and patches

• Continuous Threat Monitoring

• Endpoint security

• Devise Comprehensive Incident Response Plans



Thank you!


